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1
Decision/action requested

Approve this contribution to further conclude on Key issue #1 in TR33.857
2
References

[1]
S3-210780 - TR 33.857 v0.6.0
3
Rationale

In clause 5.1.2 (the security threat of KI#1) in TR 33.857 [1], the following threat is described: 

“Sharing of keying material between the SNPN and an entity separate from the SNPN during the key establishment procedure where authentication and key agreement is the same, may imply that a third party can derive keys on its own.” 

This threat arises when AUSF derives KAUSF from MSK received from an external AAA server. More specifically, any party with access to the MSK can derive all subsequent 5G keys. Thus, such party can sniff and decrypt the traffic over the radio interface that is encrypted with the related 5G keys. 
There has been arugment that we should trust the external party for the security of MSK, but such assumption is risky and against the design principle of zero trust. An operator should not bindly trust an external party for the security of their 5G networks, particularly when an exnternal party is an enterprise business which is outside of the scope of 3GPP security requirements. Recent widespread ransomware incidents against enterprises in many industries have taught us the lesson that enterprise networks can be compromised and thus should not be simply trusted. 
Therefore, it is proposed to conclude that additional keying materials may be used along with the MSK to derive KAUSF . For simplicity, an indicator, which may include random bytes, is sent by the AUSF to the UE to derive the KAUSF  from MSK along with the randon bytes contained in the indicator. This provides opportunistic security improvement of 5G keys. 
To further improve the security of 5G keys, a key exchange (i.e., Diffie Hellman) can be performed between UE and the AUSF via AMF to agree on new keying materials that are unknown to any third party. The new keying materials are used along with MSK to derive KAUSF. For AMF which does not support the key exchange, the key exchange simply fails. In this case, the AUSF and UE continues key derivation without using the additial keying materias from the key exchange.
A key exchange (e.g., Diffie Hellman) can mitigate passive attack of eavesdropping traffic over the radio interface. Active man-in-the-middle is a more difficult attack and being addressed in other studies (e.g., TR 33.809). 

4
Detailed proposal

***
BEGINNING OF CHANGES ***

7.1
Conclusions on KI #1: Credentials owned by an external entity

In case that the external entity is 5GS aware (i.e., has the AUSF/UDM and is capable of deriving 5G key hierarchy after a successful primary authentication), it is concluded that the existing 5GS roaming architecture is reused.

In case that the external entity is non-5GS aware (legacy AAA server), the following is concluded:

· The SNPN access with a credential owned by an external entity is performed via an AUSF in the SNPN that is enhanced to interface with the external entity. 
· When the AUSF derives KAUSF from an MSK received from an external entity, the AUSF optionally perform an additional key exchange (i.e., Diffie Hellman) with the UE to obtain new keying materials that are used along with MSK to derive KAUSF. If the use of MSK to derive KAUSF is indicated to the UE by the AUSF,  the indicator may include additional random bytes to be used to along with the MSK to derive KAUSF .
Editor’s Note: Further conclusion(s) are FFS.

***
END OF CHANGES ***
